29th Annual Conference

“The Quest for the Un-hackable Human: The Power
of Cybersecurity Awareness and Training”
National Institute of Standards and Technology
Gaithersburg, Maryland

Tuesday, March 15, 2016 FINAL AGENDA

El1ssea

Federal Information Systems Security Educators’ Association

AWARENESS ¢ TRAINING ¢ EDUCATION

8:00 — 8:55 am

9:00 — 9:15 am
Green Auditorium

9:20 — 9:50 am
Green Auditorium

9:55 — 10:35 am
Green Auditorium

10:40 — 10:55 am

11:00 — 11:30 am

11:35 am — 12:05 pm

12:05 — 1:00 pm

1:05 — 1:35pm
Green Auditorium

1:40 — 2:10 pm

2:15 — 2:45 pm

2:45 — 3:00 pm

3:05 — 3:55 pm

4:00 — 4:30 pm

4:35—-5:15 pm

5:20

Registration, Breakfast Snack, and Networking - Hallway outside Green Auditorium

Conference Welcome — Patricia Toth, NIST, Conference Chair
NIST Welcome — Dr. Charles H. Romine, Director, Information Technology Laboratory

Keynote: R U #Unhackable?

Reuben Abishai Paul, Founder/CEO, CyberShaolin & Prudent Games

Privacy and Social Media
Dr. Lisa Singh, Georgetown University

Morning Networking Break - Hallway outside Green Auditorium

_ Track 1: Green Auditorium MC: Pat Toth Track 2: Lecture Room A MC: Louis Numkin

Digestible Bites of Cyber Security Awareness —
Security Bytes, a Case Study
Cheryl Seaman and Stephanie Erickson, NIH

Meaningful Training? Federal or a Private Sector
approach?
Dr. Lujs O, Noguerol, ADITusa/ NOAA Fisheries

Lunch — NIST Cafeteria Rear

Mobile Device Security and the Internet of Things
Dr. Karen Paullet, American Public University

Mobile Device Security
Terry Clapp, DOS/EdgeSource, Inc.

West Square Speaker: WTF: What the Format!!! Sandra Toner, ICF International

Presentation of FISSEA Security Contest Winners by Gretchen Morris, Contest Coordinator
2015 FISSEA Educator of the Year Presentation by Susan Hansche to Gretchen Morris

AppSec Awareness: A Blue Print for Security
Culture Change
Chris Romeo, Security Journey

Conflict Changing Curriculum
Dr. Loyce Pailen, UMUC

Adding Emotion to Training: Turning “trainees”
into “recruits” by adding emotion to training
Perry Borenstein, Independent Researcher

If we build it, will they come? Starting the DHS
CDM Awareness and Training Program
Susan Hansche, DHS

Afternoon Networking Break/Snack - hallway near Green Auditorium

Building effective cyber resilience: investing in
awareness and behavior change

Nick Wilding, AXELOS Global Best Practice &
Rhonda MacLean, MacLean Risk Partners

Cybersecurity Shorts: Short Cyber Training
Videos for Today’s Workforce
Dr. Kelly Wright, Department of Veterans Affairs

Prove it! Gaining Confidence Through Effective
Cyber Security Training
Jeff Arsenault and Noah Powers, Delta Risk LLC

Attack Surface Reduction: A New Paradigm in
Security Awareness with Techniques to Reduce
Vulnerabilities and Fight Attacks

Kathleen Fishman, Netorian, LLC

IG Metrics: Maturity Model and the New IG FISMA Assessment Approach
John Ippolito, Independent Consultant & Mary Harmison, Federal Trade Commission

Dinner Get Together — Location Quincy’s (Dinner is not included in reg fee. Sign up at conference.)


http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Noguerol_Meaningful_Training_Tues_1135.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Pailen_Conflict Changing Curriculum_Tues.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Hansche-If_We_Build_It-Tues_215.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Seaman _Erickson-Digestible_Bites-Tues1100.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Wilding_MacLean-Cyber_Resilience_NIST-Tues305.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Arsenault_Powers-Prove_It-Tues305.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Wright_VA-Cybersecurity_Shorts_2016-Tues_0310.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA _Fishman-Attack_Surface_Reduction-Tues400.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_Ippolito_Harmison-IG_Metrics_Tues.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_15/FISSEA_adding_emotion_to_training_perry_borenstein_tues140.pdf
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Wednesday, March 16, 2016 FINAL AGENDA

8:00 — 8:50 am Registration, Breakfast Snack, and Networking - Hallway outside Green Auditorium
8:50 — 9:05 am Welcome Day 2 Morning Announcements: Pat Toth, NIST
Green Auditorium Vendor and Federal Agency Exhibition Preview Slide Show
9:10 — 9:40 am Keynote: Raising Cybersecurity Awareness at a Small Agency, What Works for Me, Will it Work for You

Green Auditorium Ralph Mosios, CISO, Federal Housing Finance Agency (FHFA)

Pecha Kucha (Lightning Round) and Speak-Out (option to sign up on-site)

Moderator: Art Chantker, Potomac Forum, Ltd

Building the ‘Force: Disney’s Star Wars Insight on the Cyber Work Force, Sandra Toner, ICF

Fun with Security Awareness, K Rudolph, Native Intelligence and Niomi Rosenberg, Nomi Designs
Smart City Architecture and Security - A Case Study in Cybersecurity Education, Paul Wang, UMBC
Impromptu, Servio Medina, Defense Health Agency

9:45 — 10:05 am

Visit the Vendor and Federal Agency Exhibition — Poster Hallway — Open 10:00 — 2:45 pm

Morning Break — Visit Vendor and Federal Agency Exhibition in Poster Hallway
View the FISSEA Security Contest entries in the Cafeteria West Square

- Track 1: Green Auditorium MC: Pat Toth Track 2: Lecture Room A MC: Louis Numkin

Gamified Information Security Training: Did it We Have Met the Enemy: Keys for Preventing
work for a Government of Canada Department? Insider Threat In Your Organization

Jane Moser, Employment and Social Development Albert Lewis, Federal Housing Finance Agency (FHFA)
Canada and John Findlay, Launchfire

10:10 — 10:40 am

10:40 — 11:10 am

Awareness: An Anti-virus Program for Humans General deterrence theory, the individual, and what
11:15 - 11:45 am Gretchen Morris, DB Consulting Group, Inc. the cybersecurity person needs to know
Charles Wade, DSD Labs

Lunch — NIST Cafeteria Rear

11:50 = 1:10 pm Visit the Vendor and Federal Agency Exhibits in the Poster Hallway
The Challenge of Creating an Adaptive Social Networks: Unsafe at Any Speed?

1:15 - 1:45 pm Awareness Program Carl Willis-Ford, CSRA, Inc.
Tom Pendergast, Ph.D., MediaPro
The missing link in your security awareness Information Assurance for Executives & System

1:50 — 2:20 pm program.... Internet Tradecraft!! Owners
Russ Haynal, Information Navigators * Michael Petock, DOS

2:25 — 2:45 pm Afternoon Networking Break/Snacks — Last chance to visit Vendors in Poster Hallway
The un-hackable human myth: Transforming goals of cyber education to reflect the

2:45 — 3:30 pm reality of future threats

Panel Dan Waddell, (ISC)2; Dr. Robert (Rocky) Young, MITRE; Christina L. Phibbs, MITRE; Peter Gouldmann, U.S.

Department of State

AR L Awareness to Action: Advancing Human Defense Cyber Ethics

o= atopm Ellen Powers, The MITRE Corporation * Craig Holcomb, NSA (Retired)
4:10 — 4:50 pm Unbundling Cyber Security: Integrating Cyber Security Awareness in the Community

Dr. Edna Reid, James Madison University (JMU) *

4:55 pm Conference Close *DO NOT POST


http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Mosios_Raising_Cybersecurity_Awareness_v2-Wed_0910.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_J_Moser_and_J_Findlay_Gamified-Wed1040.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Morris_GA_Awareness_Anti-Fishing_for_Humans-Wed1115.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Wade_Wed_Mar_2016_1115.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Pendergast_MediaPro_Adaptive_Awareness_Framework-Wed0115.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Pendergast_MediaPro_Adaptive_Awareness_Framework_Resources-Wed0115.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Willis-Ford_Social_Networking-Unsafe_at_Any_Speed_Wed.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_Holcomb-Cyber_Ethics-Wed0335.pdf
http://csrc.nist.gov/organizations/fissea/2016-conference/presentations/March_16/FISSEA_albert_lewis_Wed1040
http://navigators.com/fissea.html






